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Introducing the LifeOmic Precision Health Cloud (PHC) For
Hospital Clinicians and Researchers

What is the LifeOmic Precision Health Cloud (PHC)?
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A secure cloud-based repository capable of storing
any type of data (clinical, imaging, genomic, etc.) for
millions of patients forever at a trivial cost (less than
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“zero-trust” model and both HIPAA-compliant and
HITRUST CSF Certified. And all data is owned by the
customer organization, not by LifeOmic.
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stored for a given patient and summary information
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An application programming interface (API) that
exposes patient information to authorized web and
mobile applications via open standards such as FHIR
and GA4GH.

A massive index of all information for all patients –
lab values, physical findings, genetic variations,
prescriptions, diagnoses, etc. Even advanced
information such as gene expression levels is part of
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clinicians or researchers to view all the information
across an entire patient population.

$1,000 per month for the basic EHR data for one million
patients). This repository is built using an advanced

A web-based user interface that can be used by
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A cloud platform that can be used to obtain a
comprehensive view of a single patient or of an entire
population for the purposes of precision health and

the same indexing scheme and fully searchable via both

population health management. Data can be

simple and complex queries.

aggregated from a variety of sources (EHRs, imaging
systems, lab systems, genome sequencers, etc.) and

A set of software services that can import/export

used in “big data” analyses to make more accurate

patient information from a variety of systems, normalize

diagnoses, predict outcomes, tailor treatments and

it and perform various statistical analyses – including

reduce the cost of operations and delivery.

machine learning.
This platform includes applications that can be used
“out of the box” as well as a toolkit that makes it easy to
build new applications, both web and mobile.
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LifeOmic Precision Health Cloud (PHC)
Versus Traditional Data Warehouse
SCALE
A cloud platform can take advantage of the essentially unlimited storage and
compute power of an Infrastructure as a Service (IaaS) provider such as Amazon
Web Services (AWS). This scale can be provided transiently (e.g. by the hour) to
perform compute-intensive statistical analyses and machine learning as needed.
A data warehouse must be provisioned to the maximum workload expected

Features
• Single sign-on

using dedicated computing hardware. Hardware quickly becomes obsolete and

• Multi-factor authentication

must be upgraded.

• Granular user privileges
• Automatic backup of all data all the time

COST

• Any type of patient information

The PHC is provided on a monthly subscription based on the actual amount of

• Comprehensive audit trail

data stored and the compute cycles used. This “pay for what you use” approach
is very different from the CapEx model required for data warehouses that
immediately begin to depreciate in value. No long-term commitments are
required with the PHC and it’s easy to perform proofs of concept. As a point
of reference, the storage of EHR data for one million patients costs less than
$1,000 per month.

• Provenance tracking

• Extensibility for new data types
• iOS and Android mobile support
• Extensible web interface
• Unlimited patients, files, or data
• Standardized and normalized clinical data

Data warehouses are expensive to begin with and require ongoing maintenance
fees, hardware upgrades, consulting and professional services. IT personnel are

• Easily automated import/export

required to maintain the hardware, apply patches and security updates, install

• Time series data

new versions, set up VPNs, tune databases and perform overall administration.

• Machine learning models

ACCESS
The PHC provides easy access to data as well as the computing services

• Genomic workflow for alignment and
variant calling
• HIPAA-compliant, HITRUST CSF Certified
• Guaranteed 99.9% uptime

required to leverage that data (e.g. analyze an x-ray and propose a diagnosis).
Data is stored in standard formats (e.g. FHIR, LOINC, VCF, etc.) and accessed via
a standard REST API (application programming interface). Because this API rides
atop a standard but secure web protocol (HTTPS), access can instantly be made
available via computers, laptops, phones, wearables and other devices with no
distance constraints. The PHC can be used as the basis for a public hackathon
that can leverage widespread creativity. This is impossible with a data
warehouse.
Data warehouses store data in proprietary databases (e.g. Oracle) hidden
behind proprietary tools. Expensive consultants and professional services
organizations must be hired to build new applications. Access to the underlying
data is severely constrained.
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EVOLUTION
Cloud platforms evolve rapidly and employ a continuous
delivery model that allows bug fixes and new features to roll
out weekly with no maintenance burden on the customer
organization. The PHC is designed as a series of stateless
“microservices” that run independently, offering unlimited
scalability and near-flawless reliability. New microservices
can be developed and rolled out quickly, for example as
new data formats (e.g. DNA methylation) are introduced.
Users get the latest version every time they log on. This is
the same approach used by Netflix, Facebook and other
web giants.
In contrast, data warehouses are relatively static,
monolithic applications that are difficult to maintain.
Updates are released infrequently (e.g. yearly), causing the
capabilities to quickly become obsolete.

SIMPLICITY

SECURITY

With the PHC, all patient data is automatically

The PHC uses a modern “zero trust” model that assumes

backed up all the time with no effort on the part of the

that an end-user device can be compromised at any time. All

customer organization. There’s nothing to install on

devices and applications accessing the PHC are given just the

end-user machines.

access they require. PHC microservices are stateless and
independent, meaning that a hacker gaining access to one has

Authentication is integrated with corporate identity

no increased ability to penetrate the others. Security scans are

management systems for single sign-on (SSO) and

performed automatically around the clock. Updates are issued

multi-factor authentication (MFA). The PHC subscription

quickly and transparently. The PHC is HIPAA-compliant and

isn’t based on user counts, so there’s no overhead for

HITRUST CSF Certified.

monitoring who uses it. A flexible permissions system
makes it easy to restrict users to just what they need

Monolithic applications such as data warehouses are subject to

and a comprehensive audit trail allows administrators to

“one and done” penetration. A hacker can obtain the “keys to the

determine exactly who made every change.

kingdom” and thereby gain immediate access to all information.
Such security failures lead to massive breaches such as those at

No IT staff are needed to maintain hardware, perform

Target and Equifax that sometimes go undetected for weeks.

backups, or administer databases. No VPNs are required
for external access.

The complexity of these applications makes security patches
harder to develop and more difficult to deploy, leaving systems
vulnerable longer.
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EXTENSIBILITY

INNOVATION

As a web-based cloud platform, the PHC can be extended at

The PHC is a platform for innovation. By consolidating

multiple levels. New microservices can be added in the core

multiple types of data (clinical, imaging, genomic, etc.) from

platform as new technologies arise. Apps and “widgets” can be

multiple systems (EHRs, imaging systems, etc.) with massive

developed by the customer or third-parties to add capabilities

indexing that only the cloud can accommodate, the PHC

to the pre-built user interfaces. The REST API makes it easy

enables healthcare organizations to become more agile and

to build new applications for web interfaces (e.g. computers

dynamic. With a single web-accessible repository for all patient

and laptops), mobile phones, or wearable devices. All such

data, the PHC can serve as the foundation for many different

applications and devices communicate with the same cloud

types of applications, including:

using standard Internet connectivity. Other web services and
components can easily be integrated into the PHC interface
to provide video, text messaging, image processing and other
capabilities. Applications based on the PHC can also

• Telemedicine
• Mobile apps for patients and physicians

incorporate any of the rapidly proliferating online analytical

• Wellness services

services (e.g. diagnose a rare developmental disorder from a

• Process re-engineering

photo of a child’s face).

• Proactive reminders

Data warehouses offer extremely limited extensibility and

• Health information exchange		

often require expensive consultants and professional services

• Remote monitoring (wearables, etc.)

for even small changes. Patient data is hidden away in

• Population health

proprietary servers and only accessible via the interfaces
provided by the vendor. Data warehouses are unable to make
use of outside knowledge and external online services.

• Patient access to data
• Clinical decision support
• Centralized image management

DISASTER RECOVERY
As a cloud-based platform, the PHC is available to authorized
users from any device at any location. The PHC is unaffected
by power outages or natural disasters as it takes advantage of
Amazon’s geographically distributed cloud infrastructure.
As local resources, data warehouses are highly likely to be
unavailable in an emergency and thus poorly suited to be the
foundation of mission-critical applications. Overcoming this
limitation requires deploying a redundant system at a different
location and maintaining synchronization.
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PRECISION HEALTH
The PHC is able to store and analyze all types of data for
millions of patients. This includes clinical data from electronic
medical record systems, medical images and even advanced
genomic information such as whole genome sequences, gene
expression, DNA methylation, etc. These large data sets can be
used to speed up diagnosis and fine-tune treatment for each
individual patient.
As a cloud platform, the PHC can leverage massive “index
everything” approaches that are simply impossible with
traditional data warehouses. The PHC can also apply
powerful cloud-based machine learning tools to learn and
make accurate predictions (e.g. which pre-diabetics will
progress to full-blown type II diabetes).
The PHC automatically incorporates the rapidly evolving
external knowledge regarding gene functions, molecular
pathways, protein interactions and diseases associations by
performing nightly downloads from public information sources
around the world. This too is impossible for traditional data
warehouses.

EASY INTRODUCTION
The PHC can be introduced into an existing IT environment
with no disruption. Data can gradually be extracted from EHRs
and other systems to create a master repository of patient
information. Over time, the PHC can begin to replace various
disparate systems resulting in lower costs, better reliability and
increased organizational agility.
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